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MOBILE IS /

EVERYTHING

What is mobile?

Is it the latest communications device? The health monitor
on our wrist? The key to our digital security? Is it the
means to connect the unconnected or is it the screen that
entertains us? Mabile is all of this. But it's alse so much
more. Mobile powers our lives. It's an extension of who

we are. Mobile is connectivity. Mobile is identity. Mobile
is commerce. Mobile is inclusive. There is no clearer way to
say it. Everything is mobile, but more importantly:
Mobile Is Everything. See the phenomenon for yourself
in Barcelona at Mobile World Congress 2016.
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How emotion can help operators succeed

As 2015 draws to a close, telcos exit the year as they entered it, with new business
models on their mind and an array of tantalising technology that could help them
achieve it.

The Internet of Things dominated January’s CES, 2015'’s first showpiece event, and
the sector had a tight grip on industry conversation in the months ahead.

Our Q4 special report examines just where the operators can make hay within the
loT and what they need to do to get there. According to our reader survey, what oper-
ators want is more money spent on research and development, as well as the capex
required to build a business.

There’s a confidence among the industry that operators will not be the dumb pipes
powering the IoT. Instead they are looking at B2B offerings in energy and utilities,
health and automotive.

However, the most commonly expressed challenge facing operators is a crucial one.
Without a viable business model, they will struggle to get off the ground. More than
half of operators are lacking a dedicated loT unit. Four out of five of those operators
say this should change.

We also speak to Per Simonsen, Telenor’s Senior Vice President, Internet of Things,
a refreshingly calm voice amid the feverish predictions and hype. He pleads for pa-
tience in letting operators find their space, “moving beyond being a pure tech provider
and becoming a partner in a revised ecosystem”.

The role of global M2M associations is also examined. Are these organisations
pulling their weight and smoothing the way for operators to play a central role in the
sector? We assess the landscape and whether they are moving fast enough.

Battlelines are being drawn in the smart home between operators keen to capitalise
and the latest acronym to hit the telco industry, GAFA. That's Google, Apple, Facebook
and Amazon. We look at the likes of Orange and Deutsche Telekom’s attempts to own
the sector.

Along with reports on operator security, the Ericsson/Cisco partnership and loT’s
role within retail, there’s an interview with Ariane Marchant, Proximus’s Chief Market-
ing Officer and European Communications’ CMO of the Year 2015.

The ex-Kraft and L'Oréal exec said operators need to move away from technology to-
wards a more emotional approach. She also implored marketing teams to share brand
KPIs with the whole company.

Could both pieces of advice help operators crack the 10T? 2016 may well reveal
some answers.

Enjoy the issue.

Marc Smith, Editor
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Vodafone, AT&T,
Verizon back Ericsson,
Cisco partnership
Operators have voiced
their support for a new
tie-up announced by
Ericsson and Cisco.
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European Parliament votes to end roaming
charges, introduce net neutrality y
Roaming charges will be abolished and{r’@fz“
neutrality rules introduced in Europe after b

lawmakers voted through the proposals. |

Ofcom expresses “concern” at UK consolidation
Competition in the UK market could be damaged by the

forthcoming wave of mergers, the Chief Executive of
regulator Ofcom has claimed.
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Analyst firm slaps down ‘unrealistic’ and
‘potentially damaging’ loT predictions

The CEO of analyst firm Beecham Research has

hit out at the hype surrounding the loT and the
potential revenues some are predicting it will create. [

Openreach CEO departs
to head up UK bank
Openreach CEO Joe
Garner has left the
company to become the
Chief Executive of Briti
bank Nationwide.

. ™ ieEY
Unveiled: Organisational structure for
the new Nokia The new organisational
structure of the combined Nokia-Alcatel-
Lucent business has been unveiled, with the
Finland-based vendor’s executives heading

. up the majority of the leadership team.

Telenor suspends

CFO and three other
executives as VimpelCom
fallout continues Telenor
Group CFO Richard Olav
has been suspended along
with three other senior
staff members as part of an
ongoing probe into alleged
corruption at VimpelCom.

BT, Alcatel-Lucent anl‘ounce
5GBps G.Fast trials

BT and Alcatel-Lucent have ™
revealed that they have !
completed trials of a new form

G.Fast technology that can deliver
speegs of more than 5GBps.

TalkTalk offers
sweeteners for cyber
attack that has cost £35m
TalkTalk is to offer a

range of free incentives to
customers in atonement for
October’s cyber attack as it
unveiled its latest financial
results.

Telefonica returns to growth in Spain
after seven-year hiatus

Telefénica returned to quarterly growth in
Spain for the first time in seven years as group

A sales and profits continued to rise in Q3.
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OPERATOR STRATEGY

Global telco stocks
take Q3 hammering

Share in telcos from China to Spain via the US took a
battering in the third quarter as investors took flight

Asian woes prove contagious
as US suffers tough quarter

The ill wind blowing across from the
Chinese financial markets during the
summer buffeted telco stocks as inves-
tors got fidgety with their holdings during
the third quarter.

The Asia-Pac telco market slumped
by more than 15 percent as investors
got the jitters. China Mobile was one of
the stocks that saw its share price yo-yo,
ultimately closing down 8.5 percent
to HK$91.80. China Telecom’s stock
plummeted 17.3 percent during a torrid
quarter with its stock sitting at HK$3.73
at the end of September.

The malaise stretched to Japan,
where NTT DOCOMO saw almost a fifth
wiped off its value over the summer. It
ended September with a share price of
¥1993.0, down 17. 7 percent.

Across the Atlantic, AT&T and Verizon
both hit quarterly lows on 25 August,
as the Asian woes became contagious.
AT&T (down 0.8 percent to $32.58) fared
better than rival Verizon, which saw its

61 european communications | eurocomms.com

share price drop 7.4 percent.

For Sprint and T-Mobile, both hit quar-
terly lows on 27 July. Sprint saw its share
price fall to $3.10, with analysts pointing to
recent downgrades and a report blaming
the operator for the hack of the Jeep’s con-
nected car, a claim Sprint denied. It closed
the quarter down 15 percent at $3.84.

T-Mobile shrugged off its quarterly low
of $36.50 to close the quarter up 3.1
percent at $39.81. The operator came
out swinging with an aggressive LTE cam-
paign attacking Verizon and undercutting
its rivals with a $5 per month iPhone 6s
promotion. Both actions helped it hit a
high of $43.03 in late September.

John Legere’s noisy operator was the
only one to exit Q3 in a better position
than it entered it. Overall the market
wasn’t as badly hit by Asia but still de-
clined 8.9 percent. A major worry for US
operators was Apple offering consumers
the chance to buy an iPhone directly,
rather than through a telco.

The US telecoms sector fell
8.9 percent in Q3 according to
data from the Dow Jones US Index

Asia-Pac

The Asia-Pac telecoms sector fell
15 percent in Q3 according to data
from the FTSE Group Index

Telefonica’s growth forecasts

not enough to stop share sell off

Shares in Telefénica were the biggest faller
during the three months to September,
slumping 12 percent.

Even the news that revenues for the
2015 financial year would grow 2.5 per-
cent more than previously thought after a
strong Q2 performance were not enough
to stop the fall.

The Spain-based operator forecast
revenue growth of 9.5 percent this year
after sales increased by 12 percent and
net profits grew by 70 percent in the three
months to June. Sales in Spain grew for the
first time in Q2, Telefonica reported, the first
time since December 2009.

The positive announcement represented
a high water mark in what was a busy
period.

Analysts and investors fretted that
Telefonica’s proposed sale of its UK arm to
Three would be threatened by the collapse
of the merger in Denmark between Telenor
and TeliaSonera.

The two operators said they had not been
able to agree on “acceptable conditions”
with the European Commission, under the
auspices of new competition Commissioner
Margrethe Vestager.

The tie-up of Three and 02 in the UK
would create the country’s largest wire-
less operator.

The third quarter began with Telefonica
launching a new Pay-TV offering in Spain
— after merging its Movistar TV business
with the local subsidiary of French cable-
co Canal+ — and spending €600 million
on exclusive rights to broadcast La Liga
football matches.

It ended with the signing of a deal with
China Unicom to share their data centre
capabilities as part of a broader collabora-
tion in cloud services.

In between, Telefonica enlisted Alca-
tel-Lucent, Huawei and Juniper Networks to
help upgrade its network in Spain. France-
based A-L has further been enlisted to
upgrade the operator’s global IP network.

Telefonica Executive Chairman César
Alierta talked up “a new growth cycle...
generated on a solid foundation supported
as it is by strong realised investments.”
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July-September 2015

Europe sees Q3 telco stocks fall

Almost no European operator was im-
mune from the global fall in telco share
prices during the third quarter. Stocks in
Telefonica were the hardest hit on our
index, declining 12 percent during the
period (see box out).

TeliaSonera and Telenor saw de-
clines in excess of six and eight percent
respectively. The Scandinavian operators
had hoped to merge their businesses in
Denmark, but could not agree on con-
cessions with the European Commission.
The deal collapsed in September.

In the resulting fallout, TeliaSonera
announced plans to exit seven markets-
Azerbaijan, Georgia, Kazakhstan, Moldo-
va, Nepal, Tajikistan and Uzbekistan - in
a bid to cut costs. Revenues from Eurasia
account for around 20 percent of Telia-

10.7%

Sonera’s total net sales, which rose 8.5
percent in Q2 thanks to positive currency
movements.

Over in Norway, Telenor saw veteran
CEO Jon Fredrik Baksaas hand over the
reins to Sigve Brekke in August.

Elsewhere, Vodafone ended talks with
Liberty Global over a potential exchange of
assets in September. The UK-based telco
- which also expanded its nascent fixed
broadband offering in its home market -
saw its share price fall over eight percent.

Deutsche Telekom was the only op-
erator to see its stock rise - the Germa-
ny-based company’s share rose a modest
0.6 percent in Q3. CEO Tim Hottges said
the operator is not planning for any major
acquisitions in Europe as he revealed sec-
ond quarter financials. Revenues rose by

The European telecoms sector
fell 10.7 percent in Q3 according
to data from the FTSE Group*

1200

800

September

15.3 percent in the three months to June,
while EBITDA increased 13.5 percent.

BT, Swisscom and Telecom ltalia saw
their share prices fall between five and
seven percent, while declines at Orange,
KPN and Proximus were between 0.9 and
three percent.

Telecom lItalia was one of the most
talked about telcos in the quarter after
French media company Vivendi be-
came its majority shareholder at the
end of June. Shortly after, the operator
announced that the number of proposed
job cuts would almost double to 3,000 as
it looks to cut costs.

The news came as the Italian market is
set to get a good deal more competitive;
Three Italia and Wind announced plans
to merge in August. [T

* Qur index is made up of the following
EU telcos: Altice, Proximus, BT Group,
Deutsche Telekom, Orange, Swisscom,
Tele2, Telecom ltalia, Telefonica, Telenor,
Teliasonera and Vodafone Group.

eurocomms.com | european communications | 7
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Telco hacks leave operators
In need of risk assessment

Owen Hughes assesses whether operators are placing security high enough on their to-do lists

OPERATOR STRATEGY

he recent security breaches at

TalkTalk and Vodafone in the UK

have served as a harsh remind-

er that, as network technology
advances, so does the sophistication of
cyber attacks.

The attack on TalkTalk in October,
which saw some 157,000 customers
have their personal details accessed by
hackers, was one of the most high-pro-
file breaches of an EU telco in recent
memory. A total of 15,656 bank account
numbers and sort codes were accessed
in what the MVNO labelled a “signifi-
cant and sustained” attack on its core
systems, in addition to 28,000 obscured
credit and debit card numbers.

Naturally, TalkTalk received fierce
criticism following the attacks, which was
the third security breach to affect the
company over the past 12 months. It also
calls back into question the amount of
trust customers can place in their service
providers, which comparably hold more
sensitive information on them than most
other companies.

With telcos continuously insisting that
security plays a key role in their approach
to business, it's hardly surprising that
these claims have since been brought
under scrutiny.

“People are not spending enough
time securing their networks,” says Lau-
ra DiDio, Director in Enterprise Research
at Strategy Analytics. “For mobile opera-
tors, particularly if you're looking at 4G
LTE, a lot of them think that now they’ve
got these more advanced networks,
they’re intrinsically more secure. But
4G has known security vulnerabilities.
There are some long-standing, IT-based
security weaknesses.”

Recent studies suggest that DiDio’s
claims ring true.

A study by Deutsche Telekom this year,
put out to 532 senior business managers
and 113 lawmakers in Germany, found
that only 12 percent believed hackers
could inflict serious damage on their

organisations. This came despite the
same survey revealing that nine out of
10 companies reported being targeted
several times a week, or even daily.

With more potential entry points for
hackers to exploit, telcos are particularly
vulnerable to attacks, DiDio explains.

“If you’re a mobile network operator,
you've got to look at every device at every
level at every point on the network. You
have to look at the numerous variants of
cyber-attack. That's what hackers do all
day - that’s their job. They're perfecting
their trade.

“The hackers are becoming much
more proficient and the hacks them-
selves are becoming more pervasive.”

A factor that stands out in the cases
of Vodafone UK and TalkTalk is the
tender ages of those allegedly involved
- as young as 15 years old in the case
of the latter.

In lieu of an official account from Talk-
Talk, Jan Kok, Security Technology Officer
& Head of Nokia Security Centre, offers
his own hypothesis on how the hackers
may have gained access.

“They’re youngsters. This points to the
fact that they probably used a software
development kit tool,” he says. “It's not
clear what exactly happened over there,
but my guess is that it was a standard
vulnerability which was not taken care of,

which you can buy a tool to exploit.”

Like many, Kok finds it difficult to fath-
om how such incidents can occur despite
the rigorous security measures telcos
claim to have in place.

“It's really hard to understand why
things like [the attacks on] TalkTalk are
happening. These are operators; we
see much more professional ways of
handling things.”

Vodafone UK is another telco to have
found itself in rough waters recently.

In November, criminals acquired email
addresses and passwords from a source
outside of Vodafone that led to 1,827 cus-
tomers having their accounts accessed.

Nevertheless, a spokesperson was
keen to stress that unlike TalkTalk, Voda-
fone’s database was not hacked.

“Vodafone UK'’s security systems were
not compromised, breached or ‘hacked’
in the incident last month,” they told
European Communications. “Criminals
used generic usernames and passwords
gained from a source outside Vodafone
to get access to a limited amount of
information for a very small number of
customers. The information could not
be used to access customers’ bank
accounts directly.

“When these incidents happen, our pri-
ority is to contact customers quickly and
shut down any potential for fraud.”

eurocomms.com | european communications | 9
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OPERATOR STRATEGY

The cumbersome process for verifying
malware and other security threats on
the network further compounds prob-
lems for telcos.

Says Kok: “If someone is infected they
have to wait three to four weeks for their
bill, then identify the bad item on the bill.
They then have to complain to the service
desk, and this is a painful process for
most subscribers because the first ques-
tion they get is, ‘Are you sure? Are you
sure it wasn’t your kid, your partner?’”

“It takes a while until the operator
recognises that it isn’t just one incident,
it's one, it’s ten, it's thousands, and says,
‘There must be something wrong, we'd
better ask someone to have a look at it.

Operators have been hesitant to discuss
their security strategies in the wake of the
cyber attacks in the UK - a number of Euro-
pean operators declined to comment when
approached by European Communications
in the writing of this article.

It's understandable that telcos are
cagey at a time like this, as many of them
are likely scrabbling to revise their own
protective measures to ensure they don’t
fall foul of similar attacks.

Says DiDio: “Security is on every-
body’s radar. What we’ve seen is that
[MNOs] are paying attention and they are
strengthening their internal security in
terms of updating the virus protection,
malware protection, strengthening the
perimeter, the authentication...doing
everything you’d expect them to do.”

Nevertheless, the fact that opera-
tors have refused to open up since the
attacks on TalkTalk and Vodafone simply
kindles further uncertainty regarding how
secure they really are and the peace of
mind customers can expect.

DiDio continues: “You’ve got to really
look at the fine print in the licensing
contract - what happens in the event
that there’s a security breach? What
are companies guaranteeing; what does
the contract say? Is there a guaranteed
response time?

"

“A lot of these contracts are very nebu-
lous and the language is so non-specific
as to be unenforceable - it will say things
like, ‘we only have to use best efforts to
perform remediation.””

Conversely, TalkTalk has since been
vocal in its commitment to preventing
further breaches.

A spokesperson from the company told
European Communications: “We take
the security of our customers’ data very
seriously and we are doing everything in
our power to ensure this kind of attack -
or one like it - does not happen again.

“That’s why as well as investing more
time and resource in security, we are

‘ ‘ If you’re @ mobile
network operator, you've
got to look at every device
at every level at every
point on the network % %

also committed to keeping our custom-
ers up-to-date with the best information
and advice on how they can stay safe,
as well as working together with Govern-
ment, other businesses and industry,
security organisations to tackle this
growing threat.”

Vodafone’s spokesperson offered
similar assurances, although pointed out
that “no business is immune”.

“Vodafone’s security operation is
24/7 and is designed to efficiently and
effectively prevent, detect and respond
to attacks. We employ a team of experts
who continually monitor and assess the
integrity of our network and IT infrastruc-
ture,” he said.

“We continuously invest in our layered
security defences and strengthen our
systems as new threats emerge.”

Yet this may not be enough, suggests
Nokia's Kok.

With the telecoms industry teetering
on the age of virtualisation, 5G and the
Internet of Things, Kok says operators
need to revise their approach to security
on even the most fundamental, day-
to-day basis, in addition to addressing
the threat towards subscribers “in a
proactive way”.

He explains: “Half of the cyber threat
activities are coming from inside of the
companies. Employees are the most
important threats from the inside, and as
such clicking on everything, leaving their
password underneath the keyboard or
passing it over to a colleague is not the
way things should be done.”

Meanwhile, having systems in place to
log and trace internal activities can also
help lower the number of threat vectors,
says Kok.

“To protect your own infrastructure
against DDoS, password misuse etc,
there needs to be dedicated means
in place like password management
systems, single sign-on and entry into
the system which cannot be passed over
onto someone else.

“This is a very good measure for
internal improvement of security, next
to taking care of your interfaces, having
your firewalls up-to-date and checking for
loopholes in configurations.”

Strategy Analytics’ DiDio agrees.
“You’ve got to look at every stage and
every level in the network. It comes
down to who should have access to
what,” she says.

Despite it being a turbulent time for
operators, if anything they will come away
with some key lessons that will, presuma-
bly, serve to make the telco landscape all
the more secure in future.

“I would really say that operators
have something to gain here,” says Kok.
“Instead of just fighting strategies to
address a market like higher speed, best
coverage and so on, | think to have secu-
rity also provided is a very good chance
for operators to differentiate.”
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Industry remains cautious about
Ericsson, Cisco “pseudo-merger”

The surprise announcement that Ericsson and Cisco have formed a strategic alliance
is one of the industry’s major talking points. David Craik analyses what it all means

ricsson was happy, Cisco was

happy but the rest of the indus-

try has more questions than

answers. It was early November
when the two vendors announced a “glob-
al business and technology partnership to
create the networks of the future”.

The aim was to combine the “scale
and innovation” of both firms to meet
the growing global demand for digitisa-
tion and the IoT. They said customers,
including operators, would benefit from
the best of both companies namely
routing, data centre, networking, cloud,
mobility, management and control and
global services capabilities. The partner-
ship would offer end-to-end leadership
across network architecture including
5G, cloud, IP and the loT, from devices
and sensors to access and core networks
to the enterprise IT cloud. In addition, a
joint initiative focused on SDN/NFV and
network management and control would
be launched.

The partnership, bringing together
over 56,000 patents and $11billion of
research would likely ramp up $1billion
in incremental revenues for each com-
pany by 2018.

Hans Vestberg, President and CEO
of Ericsson, said at the time: “Initially
the partnership will focus on service
providers, then on opportunities for the
enterprise segment and accelerating the
scale and adoption of loT services across
industries. For Ericsson, this partner-
ship... is a key move forward in our own
transformation.”

His counterpart at Cisco, Chuck Rob-
bins, added: “With the pace the market
is moving, the successful companies will
be those who build the right strategic
partnerships to accelerate innovation,
growth, and customer value.”

However, given the lack of investment
or product news much of the focus after
the announcement was on why the two
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groups had chosen a partnership rather
than a merger.

The sector has seen plenty of those
recently, including Dell and EMC, and
the upcoming Nokia/Alcatel-Lucent
deals - so why hadn’t Ericsson and Cisco
followed suit?

Vestberg said a merger was “never on
the table”. He told Bloomberg: “I don’t
believe in big mergers - this is by far the
best solution you can get. This is much
faster and more efficient.”

Rima Qureshi, SVP & Chief Strate-
gic officer at Ericsson, tells European
Communications: “We have been in
discussions for over a year. We have the
same vision of helping operators with the
challenges they face over OTT. We are
a stable combination. We didn’t want a
convoluted merger. We are ready to go.”

On the lack of concrete product an-
nouncements, she responds: “We have
identified the need to look at virtualis-
ation and with our combined capabilities
we can tailor the best and faster solu-
tions for operators perhaps unsure about
the right architecture. We also see lots
of opportunities in enterprises and loT.”
Further announcements were likely in the
coming months, she adds.

So what does the telco industry think
about the deal? What are the implica-
tions for Ericsson and operators? Will it
succeed in its aims?

The press release announcing the
tie-up included quotes from Vodafone -
which said the partnership would “accel-
erate the pace of innovation” - and AT&T
- which declared that it reinforced the
“importance of seamlessly integrating IP
and wireless solutions”.

No shows

But when European Communications
asked others to comment on the deal
none came forward. Analysts and con-
sultants were more willing to talk. Matt

Hatton, CEO of Machina Research, says:
“It's a gap filling exercise by both players.
They don’t have so much of an overlap

in terms of offering but this is all being
done with an eye on the future. The logic
of IP dictates that ultimately hardware
and software are separated, as illustrat-
ed by the trend for virtualisation. There’s
only so much tin you can sell.

“It also positions both companies to
be more focused on enterprise, rather
than telco, and professional services.
Ericsson has always been more focused
on professional services than Cisco,
while the latter has a much stronger
position with enterprises.”

Adrian Baschnonga, Lead Analyst
at EY’s Global Telecommunications
Centre is more optimistic. “The strategic
alliance reflects a shared ambition to
improve end-to-end capabilities and
extend addressable markets, vital at a
time when competition is rising in the
networking market and scale considera-
tions become mission critical,” he says.
“Cisco and Ericsson’s complementary
capabilities in enterprise and mobile in-
frastructure augur well, while the choice
of partnership as opposed to merger
allows for greater speed to market with
new offerings while at the same time
avoiding regulatory risks.”

According to Baschnonga, operators
will benefit from accelerated develop-
ment of new solutions in SDN and NFV.
“These are technologies that will act as
key enablers as they look to open up
new revenue streams while managing
their investments more effectively,” he
explains. “While more detail on joint
product development is yet to come, the
partnership underlines the importance of
combined IP and wireless capabilities at
a time when loT and ultra-fast networks
are still in an early growth phase.”

Frost & Sullivan Analyst Sheridan
Nye picks up the point about what the
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alliance means for telcos. “Overall it's
positive to have Ericsson and Cisco as
a united advocate for smart, converged
networks. Telcos need to retain their in-
fluence over the development of 5G and
virtualisation. To avoid being relegated
as dumb pipes, telcos need end-to-end
control over service provisioning and
quality. So the promised acceleration of
converged mobile and fixed IP tech-
nologies is a valuable outcome of this
partnership,” she says.

“Although this ‘pseudo merger’ reduc-
es competition and could be seen as
weakening the buyer’s power, ongoing
price pressure from the likes of Huawei
tends to counteract this impact. Nonethe-
less the potential for vendor lock-in could
make some telcos uncomfortable.”

Nye isn’t too concerned about the lack
of new product announcements at this
stage. “The partners did well to keep
their discussions quiet for over a year.
Training up their respective sales forces
for cross selling without tipping off the
industry is an achievement in itself,” she
remarks. “For now, the partners have
signalled their priority areas - broadly
to integrate across fixed and mobile
solutions and build a common network
management system. Further details will
surely follow once product development
teams have had time to work together.”

More emphasis should be given to the
enterprise market and loT when those
new services are being developed, Nye
believes. “Although the partners describe
it as the ‘second phase’, the enterprise
market and IoT is where the longer-term
growth lies. Dismissive comments from
Orange Business Services recently sug-
gest as much,” she says. “For Ericsson as
for Huawei, Nokia, HP and the rest, it is
awkward on the one hand to enable telcos
to succeed enterprise verticals while
simultaneously addressing these markets
directly. Yet that is necessary to ensure

they capitalise on growth opportunities.”

Ovum Analyst Camille Mendler also
stresses that the partnership shouldn’t
ignore the enterprise opportunity. “Ad-
mittedly individual contract values are
smaller but unlike service providers cli-
ent numbers continue to grow. Neither of
Ericsson and Cisco’s major telco-focused
competitors can claim strong or differen-
tiated positions in the global enterprise
market. That said the allies can’t ignore
the new dual persona HP, VMWare or
Oracle, among others,” she says.

Let’s rewind and look at Nye’s phrase
‘pseudo-merger’. Nye is taking the
partners on face value that a merger was
never a consideration but she has some
concerns about the strength of their
alliance. “US-European regulatory pro-
cesses could be time-consuming if it was
a merger. Meanwhile, 10T, 5G and digital
transformation in multiple sectors are all
about to take off. That is not a good time
to be hunkered down with lawyers sorting
out the compliance issues and pushing
through organisational change,” she says.

“Nonetheless, this is a risky approach
in that customers, the supply chain and
distribution channels all have to believe
in the partnerships’ commitment. Stra-
tegic alliances can vanish in the mist. In
this case, the goals are longer term but
there’s not really a precedent for this
approach, as the CEOs acknowledge.
The elephant in the room is the power
relationship that lies behind this partner-
ship. Is Cisco in the driving seat, given
its greater revenues and market cap?

Or can two market-leading companies
be equal partners in the long term for
mutual benefit?”

Another key measure of success, Nye
adds, will be how well both partners
manage the transition from declin-
ing hardware legacy to ‘digital age’,
software-driven products and services.
“This requires careful choreography

across their portfolios to grow the overall
addressable market.

“In choosing this path, both companies
must believe they have more control of
their destinies by working together rather
than in competition. The risk is that there
are a lot of moving parts to be aligned
and crucially customers and sharehold-
ers have to share that view.”

It helps if the initial aims, in particular
its revenue forecasts, are “modest”,
which is Mendler’s view. Her main con-
cern is whether a primary message of a
one-stop-shop offering “quality and con-
venience is enough to woo a customer
base itself under heavy attack”.

She says: “Ericsson’s customer base is
shrinking and although hyped, 5G is still
some way off. On virtualisation they hope
to have a winning proposition, however
virtualisation will shift rather than grow
expenditure. Telco NFV spend is likely to
be a very small percentage of capex.”

Indeed, Mendler says the success
of the partnership won't just rely on
having the best technology or operational
processes. Like many things in life it will
come down to cold, hard cash.

“Vendor financing options such as
managed capacity, deferred capex
schemes or simply low equipment costs
are highly attractive to customers,” she
says. “Also, the willingness to share risk
and reward particularly for cloud and loT
is influencing some deals and changing
long-held telco-vendor relationships. The
two allies must make clear position state-
ments here to avoid losing ground. More
needs to be said to sustain attention in a
jaded and stressed market.”

Telcos will be cautious about this
partnership. The opportunities and
potential benefits are clear but until the
alliance starts producing more meat on
the bone with regard to products it will
be hard to judge how transformational
this tie-up could be. ec)
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Q&A: Comarch
offers innovation
in a digital world

Marcin Dgbrowski, Head of Telecommunications Business
Unit at Comarch, talks about the challenges CSPs will face
in 2016 and how technology can solve them

As the new VP of the Telecommuni-
cations division at Comarch, can you
share how the company’s strategy has
evolved within the last 12 months?
Marcin Dabrowski: “It is safe to say that
year 2015 was a major breakthrough
in Comarch’s history. First of all the
decision was made to expand our geo-
graphical presence. We have opened up
new branches in strategically important
countries such as Austria, Brazil, Chile,
Italy, Malaysia, Spain and Turkey. We
are recruiting sales and pre-sales staff
locally to be as close to our customers
as possible, both in terms of the location
and the language. We also expanded our
headcount in existing offices - Dubai,
London and also in the headquarters.
“Operators want their vendors to have
an office locally, to speak their language,
to understand their business environment.
Our new strategy makes it possible for us to
fully comply with those requirements. This
also influenced our marketing - websites
were launched in Spanish, Portuguese,
Turkish and Italian. We also organize
many events in the form of a workshop for
telecoms from a given country. All these
initiatives also contribute to our growing
business on those markets.”

Competing globally means that as a
software vendor, you have to offer
something unique to CSPs. How
does Comarch differentiate from
competitors?

“What we often emphasise is our flexibility
- this has been recognized by our custom-
ers and by industry analysts as one of our
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main differentiators. What we have in mind
when we say flexibility is not only adjusting
to our customer business needs, but also
the configurability of our products.

“Our complete BSS / OSS solution port-
folio has been fully designed and devel-
oped by us, unlike those offered by many
of our competitors. This provides addition-
al flexibility and agility in complex projects.
The value of pre-integrated products, built
in-house, implemented in the same R&D
environment, using similar concepts and a
similar technology stack, has already been
proven in multiple successful projects.
This has always been and still is a very
strong Comarch differentiator.”

‘ ‘ There will be big
demand for solutions
that integrate service and
customer data between
BSS and 0SS 7 7

Comarch has a very strong portfolio
of traditional BSS / OSS solutions.
Do you see operators still investing
in these kinds of systems?

“We always emphasise investing in tra-
ditional BSS / OSS systems (e.g. billing,
product catalogue, inventory manage-
ment or service fulfilment) is a key driver
for successful transformation programs.
Without a strong foundation in the form
of a future-proof BSS and OSS architec-
ture, it is impossible to launch digital ser-

vices. In fact, all the solutions Comarch
proposes within the innovative areas of
SDN / NFV or M2M / loT are built around
core BSS / OSS components.”

What are the main business areas that
receive interest from CSPs around the
world? What do operators invest in?
“Definitely everything related to mod-
ernising telecom networks - we have
numerous discussions with telecoms
about how to approach SDN and NFV, as
well as self-organising networks.

“In Europe one of the biggest chal-
lenges is found in the frequency renewal
auctions, which lead to significant invest-
ments. We can still expect some mergers
between big mobile operators, like the
ones already ongoing in UK or Austria.
This created high demand for network
planning and inventory solutions.

“We also observe increased interest in
the areas of data analytics and custom-
er experience management. Customer
experience and service assurance have
been on CSPs’ agendas for a while now
and are still going strong. This is espe-
cially true for South American CSPs, but
it is visible also in Europe.

“In terms of BSS, we see operators em-
barking onto big transformation projects,
focused either on enabling and automat-
ing the delivery of innovative services,
such as M2M or loT, or on an important
customer segment, such as B2B. But
| would say M2M and loT are definitely
number one on the list, when it comes to
the most promising areas in BSS.”

Does that mean these are the areas
Comarch will invest in in 2016?
“Our biggest investment areas in terms
of R&D will definitely be centred around
SDN / NFV, M2M and loT, as well as
customer experience management and
data analytics. This is the result of the
market changes that we are observing,
this is where we see the future of our
business and ultimately, this is what our
customers are interested in.
“Transforming to a service provider of
everything, or a “digital telco” as some
call it, will be our main focus in 2016. We



want to help operators in this important
transformation, using the experiences we
have gathered in projects for big brands,
such as Deutsche Telekom, Telefonica,
Vodafone, Telekom Austria or KPN.”

Many operators are at the begin-
ning of their way towards virtualised
networks. What kind of approach to
SDN/NFV does Comarch promote?
“Comarch sees NFV/SDN not just as a
new technology, but rather as a trigger
for OSS transformation. What we empha-
sise is network elements can become
much more - they can play the role of
micro data centres, capable of hosting
not only virtual network functions but
also customer applications.

“We promote applying an “umbrella”
OSS solution, able to manage hybrid
networks, instead of having separate
systems for traditional and virtualised
networks. Comarch network and service
inventory, for example, enables CSPs to
model both traditional network elements
and the virtualised ones, as well as
services based on both kinds of networks
in a single solution. This way there is no
need for additional tools to manage the
virtualised network - and it enables tele-
coms to optimize their OSS investments.

“And we are developing all the other
components of OSS - assurance and
fulfilment - to support the new kinds of
services, based on virtualised networks,
together with the ones based on tradi-
tional technologies.”

What about M2M? What develop-
ments has Comarch planned for the
next 12 months?

“We look beyond what’s going on in the
M2M and loT space right now. We are
preparing for truly intelligent solutions
that, based on a behavioural analysis, can
develop certain behaviour patterns and
make intelligent decisions about the cor-
rect action to take. Good decisions cannot
be based on one case, this is why the
devices should be able to access a cloud,
where they will be able to find similar cas-
es. It is called predictive maintenance and
relates to almost any device that is more

Marcin Dgbrowski, VP Telecommunications, Comarch

complicated than a lightbulb.

“Comarch focuses on building end-to-
end solutions for telecoms and their busi-
ness partners. We are currently working on
application enablement platforms, billing
of applications, billing on-behalf, holistic
QoS management. The goal is to present
our existing and potential customers with
the exact kind of solution that they need, in
order to find their place on the huge M2M /
loT market and do their business efficiently,
no matter where they see that place and
what that business might be.”

Let’s try to predict the future just a
little. What challenges do you think
operators will face in both BSS and
0SS in 2016?

“Operators have been struggling for a
while with increasing network investments
to support better quality of service and
comply with the new technology develop-
ments. Return on those investments has
so far not been able to fully compensate
for the cost of network developments.

“At the same time, revenues from
traditional telco services are decreasing,
as over-the-top companies and other new
competitors are increasing their share
of the communications services market
revenue pie. And regulators require
telecoms to keep the costs of their ser-
vices in check. This means the need to
optimise network costs and to generate
revenues from new sources.

“We help operators avoid high costs of
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introducing new network technologies,
such as SDN/NFV, as well as to optimise
the investment in network mergers. Both
can be efficiently tackled with an “um-
brella” OSS solution.

“In terms of finding new sources of
revenue, operators will face the transi-
tion from a CSP model to being an ASP,
an any-service provider. We have already
seen numerous examples of this on the
market, such as telecoms selling banking
or insurance services. Telecoms will also
search for revenues in other industry
verticals. Many new services will there-
fore be added to the existing portfolios
of CSPs. The challenge for BSS systems
will be to support all those new kinds
of service packages - this is related to
all the core BSS tools, such as product
catalogue, CRM and billing.

“Together with the new services comes
the challenge of personalising service
packages to reflect the needs of each
customer. In order to introduce this
change, telecoms will need comprehensive
customer data that is currently scattered
in many BSS and OSS systems. This is why
there will be big demand for solutions that
integrate service and customer data be-
tween BSS and 0SS and let operators see
complete customer information in one tool.
This is why we are currently developing our
comprehensive data analytics and custom-
er experience management solution - to
help CSPs in achieving that goal.”
www.comarch.com
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CMO OF THE YEAR

CMO of the Year calls for more emotion,
need to share brand ownership

Proximus’ Ariane Marchant discusses her award win and offers some advice to her peers

riane Marchant, Chief Market-

ing Officer at Proximus, was

crowned European Commu-

nications CMO of the Year for
2015 at a gala dinner in October.

Marchant was chosen by an inde-
pendent panel of judges, which included
the 2014 winner, Telenor Denmark’s
Lars Thomsen. All the judges - exec-
utives from Amdocs, Asialnfo, Brand
Finance, Fujitsu and KPMG - were
impressed by the completeness of
Marchant’s achievements during the
past 12 months.

Speaking at the dinner, the former
Kraft Foods and L'Oréal executive said:
“I'm so happy, what can | say?! It's a big
reward to be recognised by your peers...
I'm very satisfied.”

European Communications launched
the second annual award in June. Nom-
inations were gathered during the sum-
mer, before the judging panel convened
in September to draw up a shortlist and
decide on a winner. The nominations

were judged against five criteria: brand,
customer experience, customer reten-

tion/growth, new products/services and
contribution to the top and bottom line.

A notable success for Marchant was
the re-branding of the Belgium-based
operator from Belgacom to Proximus. The
company unveiled the new brand in Oc-
tober 2014, nine months after beginning
the project and with a budget of just €20
million. Marchant led the rebrand and
created roadshows to gain the support of
employees during this critical period.

“It was a long journey and we had sev-
eral challenges,” Marchant explains. “The
first was to take this mobile brand and turn
it into the new company brand. We used an
external branding agency to make a neutral
recommendation and to help make the
smaller [Proximus] brand the hero.

“Belgacom was the main brand, the
mother brand, and the employees were sure
it was going to be the new main brand.

“But the agency found that Proximus
really meant something - literally, it

means closest to you. But we were care-
ful to not to make a big change to the
design... we took several aspects of the
Belgacom brand as it has heritage.”

When it came to improving the cus-
tomer experience, the CMO championed
the launch of a digital app for customers
to manage their subscriptions and made
the technical assistance hotline for Proxi-
mus into a seven-day service that stayed
open until midnight.

Over half a million subscribers were pro-
actively contacted to review their subscrip-
tion, which led to a three percent reduction
in blended mobile churn and a 2.4 percent
increase in the number of households
subscribing to two or more services.

Marchant explains: “In the telecoms in-
dustry, we have [access to] huge masses
of data. At Proximus we are rather good
with big data, | think. One thing we're
doing better is qualitative analysis as well
as quantitative. For instance, we know

what customers are watching, what type
of device they have.
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“With predictive modeling, we don’t
offer them a standard retention offer, we
ask them how they feel, are they satis-
fied... you start to offer solutions that are
human, individual and take care of the
people at that moment instead of just
calling them from a list.”

When it comes to new products and
services Proximus, in common with other
European operators, struck a deal with
Netflix to enable it offer the SVoD service
to its subscribers. Marchant says she
worked “in close collaboration” with the
product team to bring Netflix onboard.

“Our role as a brand is to let people
get close to what matters to them...
that’s how we get inspired,” says
Marchant. “We want them to be close
to their friends, family and favourite pro-
grammes. We want to them to be close
to everything that matters to them at any
particular moment through our portfolio
of products and services.”

Among other initiatives, such as
another partnership with Eleven Sports,
this strategy contributed towards
pushing fixed revenues up 2.5 percent
in 2014. All told, Proximus Group upped
its guidance for underlying revenues to
two percent and EBITDA to between 3-5
percent for 2015 as a whole.

Marchant says: “[Top and bottom line
KPIs] are very important. The first thing
| need to do is design initiatives and
orchestrate them within the business
unit. We have a central role to materialise
them... it is crucial, it is why we are there.”

As is becoming tradition, the CMO
of the Year was asked to offer some
advice to her peers. “I have two,”
Marchant responds. “More than other
brands, in telecoms you need to have
more emotion. You cannot touch, smell
or feel a telco... you have to dare to go
to the emotional side and away from
the technical side.

“Second, you should share brand
ownership. The brand doesn’t belong to
marketing - it belongs to consumers.
There are a lot of people on the frontline
of your organisation and they are the
brand to consumers. If you can share the
brand KPIs with the whole company you

can really bring the brand alive within
your organisation and transform it into a
customer centric one.”

Looking forward, Marchant and the
rest of Proximus looks set to have a new
battle to fight in 2016.

Liberty Global has agreed to acquire
KPN’s Base opco, although the European
Commission opened an in-depth investi-
gation into the deal in October.

Brussels said it had concerns that the
transaction could lead to higher prices,
less choice and less innovative services for
customers in the Belgian telecoms market.
It will make a final decision in February.

CMO OF THE YEAR

Watch videos

You can watch a Q&A with Ariane Marchant
on www.youtube.com/eurocomms, where
you will also find the following videos:

1 Q&A with Telekom Romania CCO Mathias
Hanel, who was shortlisted for the CMO of
the Year award

1 The judging panel discussing the criteria
against which the nominees were evaluated

1 The four nominees who made this year’s
shortlist

1 Plus a highlights reel of the awards dinner.

The European Communications CMO of the

Year award 2015 was kindly supported by

Amdocs and Asialnfo.
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CMO of the Year 2015

Senior executives from across the industry came to London last month
to celebrate Proximus’ Chief Marketing Officer Ariane Marchant winning
CMO of the Year 2015. Marchant was hailed for her well rounded
achievements and her successful rebrand of the Belgian operator.
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it is not immediately proactive and collaborative in
its approach, reports James Blackman

38 Telcos can go shopping to win M2M
business from the retail sector Figures suggest
that smart gadgets will soon be flying onto the
shelves of retailers. Nick Booth looks at how
operators can profit from this emerging trend
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Q4 survey: Operators want more R&D,
capex dedicated to their loT adventure

European Communications’ latest quarterly survey sees the industry optimistic
about the loT but wary of the substantial challenges they must overcome

he telecoms industry is clear on
the role that operators should Fig.1 Are you clear on the role that operators should
play in the 10T (Fig.1). Over two- play in the loT?
thirds of respondents said they
had clarity on this question, with a fur-
ther 77 percent convinced that operators
can provide the IoT with more than just
connectivity services (Fig.2).
But a deep dive into the responses
shows a wide variety of opinions.
“Connectivity, devices, managed
services, bundled propositions with their
existing offers,” said one respondent.
“Robust and reliable networks, with
eventually a common billing platform for
all 10T services,” said another.
One respondent said connectivity
should be offered “as a primary ser-

No
29.79%

vice” but urged operators to “go up the Yes
value chain and provide ways to build 70.21%
applications”. *All respondents

Fig.2 Are you convinced that operators can provide the
loT with more than just connectivity services?

Yes
76.60%

No
23.40%

*All respondents
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Fig.3 Are you convinced that the loT can be a significant new

revenue stream for operators in the next five years?
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Fig.4 Which market do you think will offer the biggest
revenue opportunity for operators?

B2B
66.67%

B2C
33.33%

*All respondents

*All respondents

Another said they should “own as
much as the value chain as they can,
including the customer relationship”.

Some were rather more pessimistic,
however. “They should play the complete
service provider role - they are likely to
play the dumb pipe,” said one. “Oper-
ators have demonstrated 25+ years of
failed services above voice and IP. The
tariffs needed to make loT over cellular
workable leaves little scope for future
service failures and loT should be left
to application experts, not connectivity
providers,” said another.

One respondent even suggested that
operators were too late: “Many solutions
and products are already in the market
and they are using the network without any
control or involvement by the operator.”

Nevertheless, the majority is convinced
that the IoT can be a significant new reve-
nue stream for operators in the next five
years. Almost 85 percent think this wish
will come to fruition (Fig.3).

“Subscriptions in M2M/IoT should
be enduring, much longer than retail
subscriptions, and can provide a stable
revenue [source],” said one respondent.

“Revenues per connected device might
be low but given the number of con-
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Fig.5 “The loT needs a killer app to take off amongst
consumers”

Disagree
56.52%

Agree
43.48%

*All respondents

Fig.6 Do you feel enough R&D/capex is being dedicated
to the loT in your company?

No
67.74%

Yes
32.26%

*Operator respondents

26 | european communications | eurocomms.com

nected devices to be deployed, overall
revenues will be big,” said another.

But there were plenty of caveats. The
higher up the value chain they go, the
more significant the revenue stream will
be, said one. “Only if operators realise
and accept their part in the value chain,”
said another.

Meanwhile, one respondent warned
that it would require “significant effort
and cost to make this work”.

The industry is clear that the biggest
revenue opportunity lies in the B2B or
industrial 10T. A third thinks that the
retail market will provide a bigger sales
pool (Fig.4).

But perhaps the answers were de-
pendent on what timeframe respondents
had in mind. “B2B at the beginning (the
next 3-5 years), but after 2020 B2C will
probably be bigger revenue opportunity
for operators,” said one. But another
claimed: “B2C will only account for 10
percent of IoT revenues.”

One respondent warned: “Many B2C
offerings will leverage Bluetooth/Wi-Fi
and thus provide limited upside potential
in connectivity revenue.”

Dr John Bates, Smart lIoT London
Chairman, said this was a surprising sta-
tistic but an opinion he agreed with.

He said: “Projects like smart cities,
connected products or smart energy may
be delivered by mobile carriers and their
partners to major organisations (cities,
product companies, energy companies
and so on), but the end consumer will
most likely consumer these through
smartphone apps, white labeled and
provided by their respective city, product
or energy company.”

Respondents were much more split
about whether the IoT needs a Killer app
to take off amongst consumers. Just over
half, 57 percent, do not agree a killer app
is required (Fig.5).

“Customers are so different, there is
no magic app to rule them all,” said one.
“The loT is not about ‘one’ Kkiller app but
enabling use of mobility and wireless
connectivity in a much greater range
of things, each with tailored use case,”
said another.
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Fig.7 What do you regard as the biggest challenge to
the success of your loT business?

Creating new/
differentiated services
21.88%

Developing the right Developing
business model/ partnerships
monetisation 15.63%
50%

Regulation
Privacy/security 6.25%
3.13% 9
Standards
3.13% *Operator respondents

However, some do think such a thing
Fig.8 Do you have a dedicated IoT business unit? is required. “It needs a killer toy like the
iPod of the previous generation,” accord-
ing to one respondent.

For all the relative optimism of the in-
dustry as a whole, operators themselves
have a number of concerns about both
their current and future status.

Chief amongst these is the view that
not enough R&D/capex is being dedicat-
ed to the loT at their companies (Fig.6).
Just over two-thirds of respondents share
this opinion.

Overall, operators agree that develop-
ing the right business model/monetisa-
tion is the biggest challenge they have to
overcome if they are to succeed (Fig.7).

With over half of respondents selecting
this challenge - far ahead of creating

No new/differentiated services and develop-
50.38% ing partnerships - .|t is .clear where opera-
tors need to focus in this nascent area.

Bates said: “I think everyone in the
industry is struggling with this at the
moment. The best answer so far is based
on number of connected devices, so it is
crucial to be in the game with a reasona-
ble model in order to get a foothold and
grow that share.”

Somewhat surprisingly, connectivity and

Yes
40.63%

*Qperator respondents
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Fig.9 If no, do you think it is important that one is created?

No 20%

Yes 80%

issues around standards received no votes
whatsoever. Staffing issues and the need
to educate end users were also ignored by
respondents. However, one operator noted:
“Many of the above are big challenges.”

Saverio Romeo, Principal Analyst, Bee-
cham Research, said he was surprised
privacy and security scored so low, at 3.1
percent. He said: “Privacy and securi-
ty are not simply annoying barriers to
business that come up because some
academics, researchers or activists are
talking about them. They are the essen-
tial building blocks of the IoT and also
a source of revenue opportunities. They
require some serious consideration.”

The majority of operators do not have
a dedicated IoT business unit yet, but
there is a clear desire amongst them for
one (Fig.8).

Eight in 10 of those who said no dedicat-
ed loT business unit exists currently think it
is important that one is created (Fig.9).

The 42 percent of respondents who
work for an operator that does have one
stress that they are small in scale. The
majority of them employ fewer than 50
people (Fig.10).

Bates said the lack of dedicated loT
units showed operators “being asleep at
the wheel”. He said: “It is about time they
see this as the new industrial revolution
and make sure they already have the
fabric in place.”
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*Operator respondents

Fig.10 If yes, how many people does it employ?

10-50
25%

more than 100
20% .
50-100
5%

*Operator respondents



Fig.11 Which of the following verticals do you have loT
solutions commercially available for currently?

Energy/utilities 66.67%

Health 62.96%

Automotive 59.26%

Smart home 55.56%

Transport/fleet 55.56%

Public sector/government 44.44%

Security 44.44%

Retail 22.22%

Consumer tech 18.52%

*QOperator respondents

Fig.12 Are you actively looking at M&A
opportunities in the loT space?

Yes
48.39%

No
51.61%

*Operator respondents
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Romeo added: “The responses show
more needs to be done in terms of devel-
oping loT business units with multidis-
ciplinary teams in order to make MNOs
more dynamic in the marketplace.”

The specific verticals that operators
have 10T solutions commercially available
for currently are numerous. Energy/
utilities is the most popular, followed by
healthcare and automotive. Transport/
fleet, smart home, security and the pub-
lic sector form the next tranche (Fig.11).

Solutions for the retail sector and
consumer tech propositions are areas
that the fewest amount of operators are
looking at.

We have left perhaps one of the most
telling statistics about operators and the
10T to the end. A significant minority of
operators is looking at jumpstarting their
10T businesses by merger or acquisition.
Forty eight percent of respondents claim
to be actively looking at M&A opportuni-
ties in the loT space (Fig.12).

“It is a pity but | believe that this is a
must,” lamented one operator.

Romeo added: “The loT is a multidispli-
nary place and therefore cannot have it
without partnerships. Those partnerships
can go through M&A and it is interesting
to see almost 50 percent [has done so].
Innovation through M&A and synergic
partnerships is critical in the 10T.”

Ultimately, the dreams are still big but
the practical challenges of realising them
are high and will take time and skill to over-
come as this nascent industry evolves. [T

About the survey

One hundred and eleven respondents took
part in our online survey in August and Sep-
tember 2015. The respondents were equally
split three ways between operators, vendors
and other interested third parties, such as
analysts, consultants and regulators.

From a geographical perspective, 69
percent came from Europe and 12 percent
from Asia-Pacific. The remainder was split
between respondents from the Middle East,
Africa and the Americas.
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Telenor’s loT journey gets

off to a very cagey start

Per Simonsen, Telenor’s Senior Vice President, Internet of Things,

discusses the operator’s strategy with Marc Smith

I

f Huawei and its 100 billion con-

nected devices is the loT’s yin, then

Telenor’s Per Simonsen is its yang.

While, with one notable exception
(more on that later), you can trust
most analyst firms or vendors to stick
a few billion dollar signs in front of a
forecast about how big an opportunity
the 10T is going to be for telcos, it is
rare to find an executive at an oper-
ator that is on a bit of downer about
this key growth area.

That’s perhaps a touch unfair on the
man who was given the title of Senior
Vice President, Internet of Things, at Tel-
enor two short months ago, but to say he
is cagey would be an understatement.

Perhaps he is refreshingly honest and
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realistic about where we are within an
area that has topped Gartner’s annual
Hype Cycle for the past few years.

Repeated questions designed to get him
to make a bombastic statement or two are
batted back with references to journeys,
understanding and hoped-for insights.

When asked to define the Nor-
way-based operator’s 0T strategy, Simon-
sen says: “We are looking at different
verticals, figuring out which have the
biggest potential.

“We will use sensor and aggregated data
to transform data interactions that will have
a significant impact in a number of con-
sumer- and industrial-oriented industries.

“We are looking to find opportunities
where we can be part of end user delivery

of these type of services... moving beyond
being a pure tech provider and becoming
a partner in a revised ecosystem.”

It is all very laudable, but is this not
a classic case of an operator taking far
too long to come up with a product or
solution for the market?

Simonsen rejects the idea, despite the
fact the telco rivals such as Deutsche
Telekom and Orange seem to be well
ahead in the smart home, to pick one
specific vertical.

“I don’t think there are many smart
home providers who have made a big
impact so far,” says Simonsen.

“The market is still in its infancy...
there’s a lot still to be done. I'm not
afraid that we’ve been losing out.”



Beyond connectivity

The executive says that all the telcos
“understand the basic logic” behind the
IoT. “You aggregate data and then do
something with that data to translate it
into action,” he explains.

“So far, operators have been focused
on connectivity but | think there are other
roles. That's what we're looking into now.”

He claims not to have seen anything
that “really stands out” from the operator
community thus far.

“All the operators are trying to find their
position [in the market],” Simonsen says.

He sees opportunities in both the B2B
and B2C segments. “On the B2B side it's
about running services in a more efficient
way, taking out cost. On the consumer side
it's about making people’s lives easier.”

He adds: “It’s important to focus on
doing a real job for the consumer... it
needs to be more than managing your
lighting remotely.

“You need to look at what type of jobs
you really need to do to have an easier life.”

But he says it is “too early to talk”
about what specific solutions Telenor
might offer.

He also refuses to discuss what reve-
nue targets the company has set for itself.

All told, Simonsen is either doing a
very good job of throwing me off the
scent or Telenor really doesn’t know what
it is doing yet.

It would appear it is the latter, which is
perhaps reflective of a wider reorganisa-
tion at the operator.

Telenor’s 10T arm is one of three focus
areas, the others being financial services
and online classifieds, that are grouped
under a new Digital business unit led by
former McKinsey veteran Jon Gravrak.

Gravrak, as Chief Digital Officer, offi-
cially started his role on 1 December and
was one of a number of new executives
ushered in by President and CEO Sigve
Brekke - himself less than six months
into the job.

Much of Telenor’s loT strategy will be
built on the knowledge that Connexion,
Telenor's M2M arm that Simonsen
moved from to head up loT at group level,
has built up.

Telenor Connexion’s expertise
dates back to the 1990s and today
offers cloud connection and managed
connectivity services to companies
including Volvo, Nissan and Hitachi
Construction Machinery.

It is up to Simonsen to translate this
heritage into something more substantial
for the loT.

Conviction comes in threes
There are three things about which Si-
monsen does have some conviction.

First, he says it is “really important”
that Telenor stays close to the start-up
community.

Although he says loT innovation will
happen “in many places”, Simonsen
thinks start-ups will be key as he has
been impressed by the solutions they
have come up with.

Telenor launched the Nordic loT Chal-
lenge this year in a bid to discover and get
closer to start-ups looking at this area.

FarmDrones, a connected solution
for farmers to increase productivity and
crops yield through increased optimisa-
tion of land and targeted data analysis,
was unveiled as the winner in October.

The start-up received €25,000 and
six months of guidance and mentoring
by Telenor.

This leads neatly on to his second con-
viction - that Telenor will have to acquire
to succeed.

“Yes, M&A is part of our strategy. We are
looking to take positions in certain verti-
cals,” he says without being more precise.

The third thing Simonsen is certain
about seems rather contradictory given
the vagueness of his answers thus far.

He says some industries have been
“slow” to adopt the loT and warns they
will fall behind if they don’t change
their approach.

“Companies are keen to look at the loT
but there is a certain slowness in some
industries,” Simonsen says.

“The introduction of an IoT solution
can fundamentally change a business.
Change is sometimes uncomfortable,
not everyone wants that change and,
sometimes, we feel that change is not
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happening quickly enough.

“But the question many companies
need to ask themselves is this: ‘Will we
make the change or will we watch [com-
petitors] reap the benefits? *”

Arguably, it is a question that Telenor
should be asking itself.

On the other hand, perhaps it is sen-
sible to be taking one’s time to analyse
with an extra degree of due diligence
what will succeed.

In November, the CEO of analyst firm
Beecham Research hit out at the hype
surrounding the loT and the potential rev-
enues some are predicting it will create.

Robin Duke-Woolley said everyone
needed to “get real” about the potential
size of the market. He added: “There is
no doubt that the M2M and loT markets
are moving quickly and there are great
new business opportunities, but with
unrealistic predictions around the growth
of connected devices, there is also the
risk that companies will run out of time
and money before they see a return on
their investment.”

Simonsen admits there is hype, but
says things are moving forward. “The
change from a few years ago is that
companies are taking the loT quite
seriously now.

“They’re examining to a bigger degree
how it can help their business. We have
more advanced dialogue today.”

However, he warns that the implemen-
tation time is long and underestimated.

“There is a lot of ramp-up time before
the numbers can get big,” he says.

In light of all the above, Simonsen’s
overriding reticence is understandable.
He reflects that “solutions that add
value” are what Telenor is lacking at the
present time.

With competition in the shape of rival
telcos on the B2B side and the big inter-
net players on the B2C side, it is no easy
task to find them.

So, where would he like Telenor to
be in 12 months time? “l want us to
have a more ambitious loT position,” he
concludes. “I think we will be visible with
new concepts on the market but it’s still
early days.”
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Global M2M groups urged to focus
on commercial side of tie-ups

David Craik analyses the strengths and weaknesses of the Global M2M Association
and the M2M World Alliance as they look to deliver on their promises

espite its Dr Who like title the
Internet of Things has gener-
ated huge excitement across
many industries.

A few years ago telcos grouped togeth-
er in two major associations both aiming
to take advantage of the predicted
growth in demand for M2M and connect-
ed devices.

Created in 2011, the Global M2M
Association (GMA) comprises telcos such
as Deutsche Telekom, Orange, Telecom
Italia, Teliasonera and Swisscom.

The aim of the collaboration is, ac-
cording to the group, “to make it easier
for global enterprises to deploy and
manage M2M services across the world
by aligning our operational processes,
enhancing quality of service and creat-
ing common services”.

That's the talk. Back in February, it
began to walk the walk by launching a
Multi-Domestic Service aimed at helping
businesses to capitalise on the growth of
connected devices in the automotive and
consumer electronics industries.

The MDS is a single consolidated
M2M management platform provided
by Ericsson featuring GSMA-compliant
embedded SIM cards (eUICC) and a sub-
scription management platform provided
by Gemalto.

The GMA said it would help meet
a key challenge faced by businesses,
namely how to provide a seamless and
easy-to-manage localised loT solution for
end-users.

The other major global alliance is the
M2M World Alliance, comprising telcos
such as Telefénica, KPN, Telenor and
Rogers in Canada.

It also talks about “meeting customers’
needs for cost-effective, easily managed,
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fully compliant connectivity solutions”. It
does so through a single SIM that works
on all member networks thereby creating
local operator profiles to reduce the

cost of high volume data connectivity,
centralised management of device status
and usage and a single web platform to
manage connections globally.

Andres Escribano Riesco, loT/M2M
Global Partner Programme & Horizontal
Product Director at Telefénica, says the
Spain-based operator joined so it could
rely on a set of partners with common
commercial interests, platforms and
technologies.

He says the “main aim” of providing a
global, homogenous service provision has
been met. “We have a product based on

‘ ‘ The challenge

for these alliances is
now on the commercial

side ’ ’

Jasper and G&D for embedded SIM sup-
port. The negotiation capability towards
M2M systems suppliers was enlarged
due to the fact of having multiple voices
requiring same agreed capabilities.

“It also permitted to cover, with local
operators, regions where regulations and
restrictions to foreign operators were
raised. Having local tariffs, when the
volume of data increases, is also a must
that cannot be substituted by roaming
due to economic considerations.”

An example of its work includes last
year’s connectivity deal between Telefoni-
ca, KPN and Tesla Motors. The two oper-

ators said they would provide connectivi-
ty for Tesla’s Model S in Germany and the
UK on Telefénica’s 02 network, in Spain
on Movistar, and in the Netherlands and
Belgium on KPN’s network.

The two alliances are still trailing Voda-
fone, which Machina Research regularly
ranks as the leading global operator in the
field of M2M and loT. It came out ahead of
AT&T, Deutsche Telekom and Telefonica.

Matt Hatton, Chief Executive of Machi-
na, says both the alliances have “done
a pretty good job” meeting the technical
aims they set out with. “The one tech-
nology, having trouble-shooting devices
across networks and cross-network
transparency - these capabilities have
happened,” he states. “The challenge for
these alliances is now on the commercial
side. They need to show a single face to
potential clients but also need to go to
each other and discuss rates and costs.
That is challenging.”

He says Vodafone has an in-built ad-
vantage because their decision making,
as a single group, is top-down. “They say
this is how this is going to work and it
gets done. In a commercial alliance you
don’t necessarily have aligned goals and
you end up taking small steps. Some
want to move faster and others want
to move more slowly and you end up
going at the slowest pace. Adding new
members and ensuring that all comply
with regulations also slows things down,”
he says.

“On a technical level there has been
a flurry of activity to get the technology
available but there is nothing apparent
on the commercial side. There is nothing
fundamentally causing a problem but it's
been slow progress. | don’t think Voda-
fone feels challenged - it is much more



straightforward for them to push through
multinational deals.”

IHS analyst Sam Lucero adds: “It
hasn’t always been easy to get member
operators to devote time and energy to
the partnerships but the fact that the
membership rosters continue to grow
and operator has dropped out suggests
that the operators seem to value them.”

He believes both alliances will look
to increase their membership and their
global footprint with “size and scale”
being their principal goal.

“The key challenge for both organ-
isations will be to convince potential
customers that each is better placed to
provide a global footprint and better ser-
vice and lower rates than the offers from
leading tier-one operators like Vodafone,
AT&T and Verizon,” he states.

“They have their own global footprints
via bilateral agreements with other
operators. Customers may believe that
one of these non-organisation operators
may provide a more unified experience,
despite the efforts of the organisations
to integrate systems and process. | think
the jury is still out on this question.”

Ben Parker, Chief Technologist at Gua-
Vus, says he is optimistic overall about the
two groups as it is “too complicated” for
most customers to use a hybrid of different
billing services. But he adds: “They just
have to be mindful that the M2M and loT
world moves quickly and they have to get
their products out there. Harmonising pric-
es won't be easy but if they can work that
out they can really challenge Vodafone and
AT&T. They have great roaming agreements
but on the flipside what the associations
are doing isn’t really roaming. The cost can
be much more economical.”

He continues: “There are some big
networks in these associations and with
unified billing will give a large Tier 1 a
significant run for their money. But | do
wish they were further down the road so
their products were easy to access. They
could move faster by not overthinking
the problem.”

Randy Bryson, Chairman of M2M
World Alliance, retorts that the group
has made “tremendous strides”. He says

customers are “extremely excited” about
the working alliance and single contact.
“We can’t get there fast enough for them.
We need to get consistent marketing of
the alliance and consistent execution
with our products. We need to keep our
business model simple.”

Bryson says the biggest challenge the
Alliance has faced is the different time
zones of each partner. “We under-es-
timated the challenge of coordinating
conference calls and team meetings
and the effect on those in Australia or
the mid-West US. This is a global alli-
ance,” he says.

“When we formed we have a very clear
vision of what we wanted to do so that
hasn’t been a challenge. The operators
are fully committed and they all partici-
pate in leading marketing and business
development groups. If you want to be
part of the decision-making then you
have to turn up. It is for the betterment
of all the operators to be here and they
want to be here because the functional
and operational benefits to their custom-
ers is so strong.”

Telefonica’s Escribano Riesco says
such challenges have been addressed
by providing a clear governance model, a
well-structured set of working groups with
clearly defined goals and allocated tasks
and commonly agreed business models.

He claims that members do devote
enough time and resources to make
the Alliance a success. “Having a set of
clear rules of engagement permits the
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different operators to choose the most
suitable role for their interest,” he says.

According to Bryson, the Alliance has
“a few coverage stamps which we are
looking to fill” and claims it is in discus-
sion over China and the US.

From a competition perspective, mean-
while, Bryson says Vodafone and AT&T
are working on different strategies. “They
are great competition but their strategy is
different - permanent roaming com-
pared to our local SIM,” he states.

“We like our path and our customers
prefer it as it is easier to price and bun-
dle. We're on two different paths but I'm
not sure it is our goal to be number one.
My goal is to provide the best solution
for my customers and provide them with
a global access method. Individually, we
will grow our own market and as the in-
dustry grows then everybody will become
more successful.”

It is clear that both associations have
made strides in the last few years in
setting up the groundwork for a profita-
ble assault on the IoT. But both are now
entering a crucial phase - the progres-
sion from the establishment of a sound
and steady technological framework to
the creation of innovative and exciting
commercial products.

This, added to no doubt more intense
competition from the likes of Vodafone and
AT&T, will put strain on the cohesion of the
alliances. It is vital that members remain
unified in purpose and strategy over the
years ahead to ensure future success. [T

eurocomms.com | european communications | 33



SPECIAL REPORT: M2M/IOT

Telcos get to the heart
of the smart home

H
uiliill

Operators are uniquely positioned to rule the smart home, but certain West-coast firms have
other ideas and will knock the telecoms industry off its stride if it is not immediately proactive
and collaborative in its approach, reports James Blackman

he global market for smart
home systems and services is
developing rapidly, with reve-
nues slated to jump 19 percent
annually to $115 billion (€107bn) by
2019, according to Strategy Analytics.
In these few years, the smart home, will
become a mass-market adjunct of the
rangy Internet of Things, with 30 percent
of households signed up.

Fixed line broadband providers,
supplying upstream access, have an ‘in’
already, in the form of home gateways.
Europe’s major incumbents consider it
their rightful domain.

“A fixed line provides certain band-
width and stability,” remarks Thibault de
la Fresnaye, VP of Anticipation Product
Marketing at Orange. “The home gateway
is the entry point for digital services; it is
the control tower.”

Jon Carter, UK Head of Business Devel-
opment for Connected Home at Deutsche
Telekom, agrees. “This is a natural play
for fixed line providers, without doubt.
The broadband router is the hub of the
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home, and will evolve to support smart
home services.”

SIM-enabled LTE routers will only be
used in more leftfield scenarios, such
as connecting up residential gadgetry
in holiday lets and second homes,
where fixed-line access is less assured,
reckons Carter.

But Hans Dahlberg, Head of Global
M2M Services at TeliaSonera, makes
the point mobile access should not be so
easily dismissed. “Both fixed and mobile
are required to meet the needs of the con-
nected home, from a capacity perspective
as well as to provide redundancy to crucial
services like healthcare,” he says.

Downstream, inside the home, the
ecosystem widens, becoming more in-
teresting but less certain. There remains
a lack of standards, with newer radio
technologies like Zigbee and Z-Wave
jockeying with old familiars like Bluetooth
and Wi-Fi.

Telecoms operators have the potential
to manage this chaos, and create value
from it. They operators will piggyback on

fixed access, even if SIM-only routers are
niche propositions. In the US, AT&T is of-
fering Digital Life, a wireless security and
automation platform that incorporates
an app to give remote control over home
systems and daily routines; Telefénica
has licensed the system in Europe.

Kevin Petersen, President of AT&T's
Digital Life says: “Between the idea of
the smart home and the more nebulous
internet of things, there is so much noise
it makes it hard for consumers and busi-
nesses to make sense of it all”.

Similarly, in France, Orange’s Homelive
service, one of the first integrated smart
home propositions, works over-the-top of
any fixed broadband line. It features an au-
tomation box that manages the radio link
(Z-Wave) between units, and allows users
to orchestrate devices from a single app.

Interestingly, it also incorporates a SIM
card to assume control if the Wi-Fi goes
down. A SIM-only version, running on mo-
bile broadband all the way, might yet be
made available to cater to poorly served
homes, says de la Fresnaye.



Ultimately, this is where control of the
system will be allocated and control of the
market will be fought. “There is a job to do
around data, in terms of connectivity, ag-
gregation, storage and cross-fertilisation,”
says de la Fresnaye. “We believe we can
bring value by managing this data.”

Bill Ablondi, Director of Smart Home
Strategies at Strategy Analytics, agrees.
“The thing for telcos is to become the
systems manager in the home, and knit
together these different capabilities. And
if they don’t do it, the likes of Amazon
and Google will sell the devices and also
put them to work.”

Competitive landscape

These two are already looking to estab-
lish a physical presence in the home.
Amazon’s Echo voice-command device,
powered by the Siri-like Alexa, is now
available to the general public in the US,
having initially been reserved for Prime
customers. Google has just launched a
mark-two version of its OnHub Wi-Fi rout-
er, this time by Asus, only a few months
after the product’s debut.

Battle lines are being drawn up around
software, too.

Google is betting on Brillo, an An-
droid-based system to connect low-pow-
ered devices in the home. At Google I/0
2015, it also revealed its new Weave pro-
tocol, a command language to articulate
this domestic IoT. Google has Nest, the
darling of smart home gadgetry, among
its roster of companies as well.

In the other corner, Apple is well
ensconced in homes with its ubiquitous
‘iGear’. Its HomeKit automation sys-
tem, enabling control of home devices
via i0S devices, represents a shot
across the bows.

The operator community is hardly in
denial about the threat. “Our main com-
petition now is from the ‘GAFAs’, much
more than rivals in our own sector,”
says de La Fresnaye, using the acronym
(denoting Google, Apple, Facebook and
Amazon) to describe the new competitive
landscape. “The fight is around who will
manage the hub at home.”

Carter at Deutsche Telekom agrees:

“There are some major west coast play-
ers with major ambitions for this market.
Telcos need to move forward. Time is not
on [our] side.”

Industry alliances

In the circumstances, one might assume
the industry would do well to conspire
with old enemies to conquer new ones,.
“We need to work together, and not fight
each other,” remarks Carter. “It’s critical
manufacturers perceive there’s a com-
mon approach. They want simplicity.”

Deutsche Telekom is corralling its
peers around a single open-source
platform, called Qivicon. Manufacturers,
service providers and developers have
signed up; Deutsche Telekom is now
offering it as a white-label product to
fellow operators. At yet unconfirmed UK
and Dutch partners are due by the end
of the year

“It is not just a platform for our own op-
erating companies; we want to work with
other operators to achieve necessary
scale, so manufacturers see it as a viable
platform in Europe,” says Carter.

However, Orange’s de la Fresnaye says
its German rival effectively stumped up
too late. “It proposed a deep integration
around its platform but, at this stage,
it’s not possible, or useful, because we
already have our own,” he says.

“For now, we have our own solution,
and we're attempting to stimulate the
market. We've learned a lot, and we're
in a good place; | think Deutsche Tele-
kom is too. The idea now is to expand
the ecosystem.”

Others have their own initiatives.
TeliaSonera, for example, has a stake in Es-
tonian company Yoga Systems, which has
developed a cloud-based home automation
platform, allowing users to run applications
via a single interface. It is currently offered
via its Finnish and Estonian operations.

In Sweden, TeliaSonera has launched
an open platform, HomeCare, for digital
healthcare in the home.

Market stimulation
De la Fresnaye’s point about stimulat-
ing the market is important. “We’re not
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specialists,” he admits. “We don’t know
what the Killer apps will be; we have to

invest, and reinvest, and stimulate par-
allel systems in health, energy, security
and so on.”

Telecoms providers are not about to
do it alone; the sector is in its infancy.
Regulation is needed to create order.
AT&T’s Petersen remarks: “The lack of
standards is problematic for consum-
ers and operators. By putting them in
place, the industry can remove a lot of
the noise and allow a consistent and
reliable experience.”

Collaboration is required to bring clarity.
“Just because telcos have a connection to
the home, doesn’t mean they can deliver
the full proposition; they don’t have all the
bits and pieces. They have to strike part-
nerships - with developers, and with those
making devices and offering services,”
says Ablondi at Strategy Analytics.

The opportunity for telecoms pro-
viders is to join the dots. Single point
solutions are fine, but they’re more
engaging when strung together with
an inter-connected network of things.
Platforms like Digital Life, Homelive
and Qivicon can bring loT’s potential
into sharper relief. With them, users
can create timers, rules and scenarios
to link technology in the home. “What
good is a connected home where noth-
ing is connected?” says Petersen.

As it stands, talk of a pitched battle
for control of the connected home is
premature, and perhaps even misguided.
It is early days, after all. So long as the
telecoms industry is proactive and collab-
orative, the competition doesn’t need to
be a knockout bout.

“This is not a zero-sum game,” says
Ablondi. “Amazon and Google have
motives that go way beyond devices and
services. There can be room for every-
one; | expect to see multiple systems in
the home.”

Even so, telecoms operators might be
ringside, but most aren’t even stripped
down yet. Ablondi says: “They’re well posi-
tioned, but they need to get out there now
and establish themselves as go-to providers,
and they need to do it quickly.” [T
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How mobile networks can
enable the Internet of Things

By Theodore Sizer Il, Wireless Domain Leader, Bell Labs

redictions for the speed of
growth of the Internet of Things
vary only in one aspect - the
length of the journey. What is
not in doubt is the destination - and that
is a world where hundreds of millions,
or billions of devices are connected to
each other, to people, and to analytics
platforms. One aspect of this destination
is often taken for granted, and that is the
underlying network that will support the
connectivity of these devices.
Without the introduction of wire-
less networks that are designed and
optimised for the support of billions of
devices and flexible enough to support
myriad use cases and applications, the
journey to the Internet of Things will be
longer than many expect.

The loT is not M2M
Operators have been providing connectiv-
ity to machines with embedded connec-
tivity for years, so what is different about
the Internet of Things? First, it is useful
to distinguish between M2M - machine to
machine communications as we currently
know them - and the Internet of Things
(loT). In doing this we can see some of
the different requirements of the loT
start to emerge.

As the name suggests, M2M commu-
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nications use the cellular network to al-
low machines to talk to each other, with
typical applications to date including
vehicle and asset tracking (say a GSM
module in a shipping container) and
meter reading. The Internet of Things
extends beyond a machine to machine
connection to connect things to people,
things to other things that then connect
to people, and things that connect
directly to other things. Crucially, and
here is where much of the value will lie,
the loT also connects things to big data
analytics platforms that take sensor and
machine data and combine that with
other data to create new information,
new services and new applications.

Multiplicity of requirements

With this any-to-any connectivity, the loT

will encompass a much broader scope of

network requirements than current M2M.

e Scale: operators have indeed had
some success with M2M, but the chal-
lenge is that M2M simply won’t scale
well from its current status of hundreds
of millions of connections to tens of
billions. Analysts predict anything from
20-25 billion connected devices by
2025, and see that as the beginning of
the mass era of connectivity of things.
loT networks must take advantage

of cloud computing and new network
platforms to be able to scale.

Flexible latencies: sometimes the con-
nectivity will need to be near-instant,
for instance for critical communica-
tions such as some health or industrial
control applications - and that will
require signalling that instantly acti-
vates a device in the network. At other
times immediacy will not be an issue. A
network intelligent enough to dedicate
the appropriate resources to both will
be much more efficient.

Flexible throughputs: some applica-
tions will require virtually no traffic
payload, and at other times there may
be a requirement to transmit live high
definition video streams across the
network, for example from a remote
monitoring camera activated at time of
a major incident.

Flexible mobility: some things may be
highly mobile, like connected cars, and
will need to be handed off between
cells and site. Others will be more
static, but may well be moved to new
locations without the knowledge of the
network operator.

Long battery life: With billions of devices,
battery life will become critical. It will
simply not be economical to change a
battery to power a traffic sensor on every
traffic signal in a major city even once
every 10 years. Devices cannot be in a
constant state of communication with
the network, thereby draining battery, so
signalling must change accordingly.
Security is paramount: some devices
may require physical security to prevent
malicious access; some applications
will require high levels of protection to
provide absolute integrity of the data
flow. Security protocols will need to be
flexible, but also scalable and available
to applications on demand.



If you assess the above requirements,
you can clearly see the current method
of delivering M2M over cellular networks
will not scale. For instance, device con-
nectivity is handled in the same way as a
voice call, or smartphone data session,
requiring “conversational” signalling
support from the core network. That flow
of data across the network will not be
sustainable at loT scale.

One line of proposals has been to cat-
egorise many of these loT requirements
as items that can be solved by 5G, which
proposes new air interfaces, control and
signalling flows and even dedicated loT
networks, to deliver the required flexibil-
ity. 5G commercialisation is still several
years off however, and the predictions
are that there will already be a require-
ment for hundreds of millions, perhaps
several billion, of connected wireless
devices by 2020.

There are solutions that can be applied
to the current LTE progression path to
support the introduction of the IoT. LTE
Category O devices, expected within 2016,
are intended to operate at lower power
and with lower receive bandwidth than
previous M2M device types. Recently the
3GPP went further and is in the process
of adopting new specifications for cellular
10T connectivity into its next LTE release,
Release 13 (R13), due out in March 2016.
This specification - Narrowband-loT (NB-
10T) - proposes the support of massive
numbers of low throughput devices, low
delay sensitivity, ultra-low device cost,
lower device power consumption and an
optimised network architecture.

There are also currently live tests and
pilots of non-cellular networks to provide
wireless connectivity for sensor devices.
These usually operate in non-licensed
spectrum, such as in ISM bands or in
“white space” spectrum, and are designed
to provide low power access over wide are-
as. These Low Power Wide Area (LPWA)
technologies - examples include LoRa
and Sigfox - may provide a solution to one
element of the loT, the device to network
connectivity, but only in a limited fashion.
They are proprietary solutions, and cannot
provide the economies of scale that a
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truly standardised technology can bring,
nor can they provide the device-to-device
and device-to-platform interoperability that
will unlock the value of the loT in terms of
allowing developers to create new combi-
nations of services and applications. They
also require the deployment of a com-
pletely new network, meaning that it will
take many years to be able to provide the
promise of universal coverage for devices,
wherever they may move. These low power
technologies are narrowly defined and do
not have the flexibility to meet the various
requirements discussed earlier. Further-
more, they operate in unlicensed spec-
trum, which makes it virtually impossible
to provide any performance guarantees in
a public environment.

LTE-M and NB-loT will happen, there
may be some proprietary LPWA networks
deployed but to handle the new require-
ments in a quicker time frame, Alcatel-Lu-
cent believes there are additional im-
provements it can bring to the table. One
proposed method of reducing the load on
the network is Connectionless Operation.
Connectionless Operation establishes a
network entity, the Connectionless Ac-
cess Gateway, that is designed to provide
a better way of handling the over the air
transaction between the device and the
network. Currently a device connects via
the MME (Mobility Management Entity)
through to the core network and then
again to the device where the data needs
to reach. That requires core signalling re-
sources to be invoked for every session.
If this model were extended to support
billions of devices, it would simply swamp
the signalling entities in the network - for
example, traffic modelling by Bell Labs
has revealed that M2M applications may
consume up to 67 percent of computing
resources in the Radio Network Con-
troller (the 3G control element that is
collapsed within the MME in LTE).

Instead, the Connectionless Gateway
sits between the base station and the
back-end applications to which devices
are connected, typically close to the base
station, and handles the transaction only
between the device and the Gateway. The
Gateway then holds and manages that

data, sending it through the network to
where it needs to be. There is no need
for the MME to handle every transaction,
or to invoke core-signalling resources,
dramatically reducing the load on the
network. Alcatel-Lucent is now actively
engaged with the 3GPP to look at how
this approach can be standardised
across the industry.

This edge-based architecture is in line
with some analyst expectations for the
overall loT network architecture - the move
to an edge based processing and analyti-
cal capability. An IDC FutureSpace report
predicted that by 2018, 40 percent of
|I0T-created data will be stored, processed,
analysed, and acted upon close to, or at
the edge of the network. Using knowledge
of cloud platform management, scalable
platforms can be deployed to add the
security, analytics and application logic to
loT data.

Flexible, scalable, adaptable — and
available now

Designing mobile networks to support
the loT requires in-built flexibility to ena-
ble a host of potential use cases - many
of which have not yet been thought of. In
the long term, 5G networks, with new air
interface technologies may provide part
of the answer, but Alcatel-Lucent, bene-
fitting from leading edge research from
Bell Labs, believes solutions dedicated to
more efficient and effective loT opera-
tion are available now and can lead the
transformation to the flexible, adaptable,
scalable IoT network.

Tod Sizer, CMO, Alcatel-Lucent
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Telcos can go shopping to win
M2M business from the retail sector

Figures suggest that smart gadgets will soon be flying onto the shelves of retailers.
Nick Booth looks at how operators can profit from this emerging trend

ccording to Vodafone’s M2M
Barometer report 2015, the
number retailers starting

projects to cut costs or boost
sales using M2M has doubled in the past
12 months.

If the survey sample of 650 companies
in 16 countries is an accurate reflection of
global trends, M2M in the retail sector is
entering a new era of adoption. Research
firm Analysys Mason, which contributed to
the report, says 32 percent of retailers had
embarked on an M2M/IoT project in 2015,
compared to 17 percent the year before.

Some operators are already reporting
a boom in the retail sector. Tony Judd,
Verizon’s Managing Director for the
UK, Ireland and the Nordic, reports loT
gadgets are flying onto the shelves in
retail emporiums. “The number of M2M
connections on our network increased by
88 percent in the retail sector between
2013 to 2014, and we are expecting this
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growth to accelerate as M2M technology
continues to transform the delivery of
goods and services,” says Judd.

Major retailers are using telematics
and asset tracking solutions to offer next-
day or even same-day delivery. Opera-
tors are well placed to help customers
see exactly where their delivery is via a
smartphone app or website.

The opportunities in the M2M sector
divide into two main categories - sup-
ply chain management and customer
engagement - and there are major chal-
lenges for the operator in each case.

Both territories are already staked out
by vendors that have been entrenched
in the business for a long time. In the
supply chain, there have been compa-
nies offering track and trace systems for
decades and their specialist logistical
knowledge is invaluable, according to
Ken Hosac, VP of Business Development
at loT service provider Cradlepoint. That

wisdom would be a lot harder to accumu-
late than knowledge of apps and devices.

Inside the stores, it will be even harder to
make inroads. The major savings inside the
store won’t come from customer engage-
ment but from running costs. For example,
for many stores, one of the biggest drains
on the budget is the cost of energy. Any-
thing that can be done to reduce those will
not only cut the bottom line but, by improv-
ing the profitability ration of the building
- help to improve the value of the property,
boosting the assets of the company.

But these are areas that have been
staked out by the security companies
and building management services
companies. The finer points of heating
ventilation and air conditioning are not
core knowledge areas of operators, he
suggests, but HVAC is an acronym that
needs no explanation to the security
and building management specialists.
“Unless they buy one of them, operators
will struggle to get in,” says Hosac.

There is a slightly more optimistic out-
look from Tim Ensor, Head of Connected
devices at Cambridge Consultants, which
is currently working with online retailers
and shopping mall builders.

Improving the customer experience
is the order of the day among retailers,
even if the evidence seems to suggest
that customers want something else.
The massive inroads into the grocery
market, made by cut price, low-tech
discounters like Aldi and Lidl, might
suggest that the consumer isn’t as im-
pressed by technology as the retailers.
The UK supermarket Waitrose, which
aggressively interacts with the custom-
er through technology and constant
offers, has been supplanted in the
rankings by Aldi, which has a simple,
limited range at lower prices.



Nevertheless, retailers are investing
in tech to improve the customer (even
if trading figures suggest it might be a
mistake) so there is clearly an opportu-
nity here. Cambridge Consultants, for
example, came up with the concept of
Bluetooth connected shopping trollies, so
that store managers can track shoppers
and analyse their behavior as the move
through the aisles.

Operators could play a part in making
a trolley an IoT device and creating
mobile apps to improve the experience of
customers. However, don’t work on the
assumption that the consumer will install
an application on their phone in order to
make life easier for the retailer. “We're a
little stalled on that,” says Ensor. “People
don’t want to download too many appli-
cations onto their personal devices.”

So, any telco looking to provide shop-
ping experience services needs to ask
questions about where they want to help
the stores to interact with customers and
how they direct the shoppers to what
they want to buy. There is an argument to
be made that shoppers are shunning the
hi-tech invasive retailers.

However, one area in which Cam-
bridge Consultants is seeing definite
positive interest is in shopping malls,
where gathering information about the
consumer is high on the agenda. Given
that operators have enormous silos of
information about their own subscriber
bases, there are services that could
be offered, if consent could be gained
from the subscribers and the various
databases cohesively integrated.

Rather than attempt to take on incum-
bents who are already deeply established
in running supply chain systems, fleet
management and employee tracking sys-
tems, it might be a better strategy to look
to the future and get into virgin markets
that nobody owns yet.

An unexplored area for retail mar-
kets, that the mobile operators could
possibly colonise, is the connected car.
In the near future, when we drive to the
shopping centre, we’ll leave our cars at
the entrance of the car park and a ma-
chine will do the time consuming work

of driving around and finding a parking
space, according to Ensor. When we’ve
finished shopping, the automated

valet will drive the car back to meet

us at the entrance. If that sounds a
rather ambitious long-term application
to be planning for, there are simpler
more immediately achievable M2M
retail concepts that they could put into
practice, such as automatically allocat-
ing available parking spaces to each
driver. This is where an operator’'s GSM
knowledge might give them a distinct

‘ ‘ Two of of the

potential barriers, other
than trust, will be cost
and technology ’ ’

advantage. Delivery drones are another
potential growth market, Ensor says.

But Jon Carter, Head of Business De-
velopment for Deutsche Telecom’s con-
nected home arm in the UK, warns not to
get carried away with future projections.
There is a much more significant battle
that has to be fought before operators
start having designs on drones.

The connected home is the most
realistic, achievable technology integra-
tion that is likely to materialise in the
next few years. The automation of buying
decisions, as connected fridges re-order
groceries automatically and the intelli-
gent home system re-orders light bulbs,
presents tech companies with a chance
to usurp retailers.

Companies like Amazon and Apple
have effortlessly taken over book selling,
music and entertainment publishing, so
it's not a massive leap of the imagination
to say that Philips, rather than a tradi-
tional retailer, may have a direct sales
relationship with its customers when
the connected home automates many
domestic retail purchases, says Carter.

If retailers are in danger of being
usurped as various vendors compete
to be the online point of contact, telcos
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have a major opportunity, using their
knowledge of customer information, billing
systems and customer relationship man-
agement (CRM) in order to consolidate the
position of retailers with their clients.

“It won’t necessarily be about making
more margin on sales, but making the
customer relationship stronger and more
pertinent,” says Carter.

Ownership of the customer is the
important step. Once the retailer is
embedded with the customer and knows
all about them, they can use the loT to
create more services for them. When
there are multiple home devices, the re-
tailer (with the help of their telco partner)
might be able to help the home owner
to run their energy more efficiently, for
example, or get better deals on broad-
band or phone calls, or buy devices that
consume less power. The retail sector is
far more adept than any other vertical at
analysing customers and understanding
the psychology of buying. But it’s the
telcos that can gather the raw data for
them from the connected home.

“The successful retailers will be the
ones that built trust with the homeown-
er,” says Carter. “Two of of the potential
barriers, other than trust, will be cost
and technology. So this is where, if they
are not careful, retailers might have their
lunch eaten by Amazon.”

The point to remember is that retailers,
are much more trusted brands than the
likes of technology companies, according
to Mark Dawber, Head of Business De-
velopment at loT specialist Sparkl. Retail
organisations could become brokers
of a customer’s data, says Dawber, but
they should put an emphasis on giving
the customers power over that license,
whereas the technology companies have
lost trust by disempowering people,
selling their information on to the highest
(and lowliest) bidders.

The crucial principle to apply, as the
0T changes the customer experience, is
that the customer must stay in control of
their data or retailers will surrender the
trust they have spent years building. It's
their one branding advantage over the
technology companies. ec]
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Breaking down borders

Roaming charges will be abolished in 2017 and net neutrality rules
introduced across the continent after the European Parliament voted
through the proposals in October. Commission Vice-President Andrus Ansip
said this was “a first step” towards a telecoms single market.
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